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1. About the KNX IoT Hub

1.1. Overview

Cascoda's KNX IoT Hub™ provides everything you need to configure your KNX IoT system
and connect to an IPv4/IPv6 backbone network. It is a compact low-power design, featuring

Cascoda's SMARTRange™ technology to provide long-range Thread connectivity for whole-
house coverage. In addition, Cascoda provides a web-interface for comprehensive
configuration and network management.

1.2. Features

® Acts as a Thread Border Router, forwarding KNX IoT datagrams between Thread and
the IP Backbone

Compatible with existing IPv4/IPv6 backbone networks

Integrated Thread, Ethernet, and Wi-Fi connectivity

OpenThread Thread stack for long-term maintenance

Based on the popular and well-supported OpenWrt Operating System
Comprehensive configuration, network management & visualization tools

Can operate as either a router or a bridge

1.3. Optional extras

e KNXIoT Router, to communicate between KNX IoT and other KNX transports (KNX
Classic and/or KNX RF)
o KNXIoT MQTT proxy, to communicate between KNX IoT and an MQTT server

1.4. Specification

® Qualcomm QCA9531 chipset, up to 650 MHz

® Flash 16 MB, SDRAM 128 MB

® Low power (12V, 1A DC), or Passive PoE (12-24V DC) input

e 2x Fast Ethernet, one with passive PoE (12-24V)

e JEEE 802.11b/g/n Wi-Fi connectivity

e [EEE 802.15.4 Thread connectivity

e USBinterface to connect USB peripherals manufactured and supported by Alfa
Networks Inc. Not used for other communications.

® Dimensions 98 x 74 x 28mm
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2. General information

2.1. Document version information

This manual is amended periodically and will be brought into line with new software

releases. The change status (date) can be found in the contents header. If you have a device

with a later software version, please check www.cascoda.com to find out whether a more
up-to date version of the manual is available.

2.2. Used terms

Sign Description

DANGER! Indicates an immediately hazardous situation which will lead to death or severe injuries if it is not avoided.

CAUTION! | Indicates a potentially hazardous situation which may lead to trivial or minor injuries if it is not avoided.

WARNING! | Indicates a situation which may lead to damage to property if it is not avoided.

NOTE! Indicates a situation which may lead to possible (known) side effects.

Table 1: Used Terms

2.3. Safety instructions
Not applicable.

2.3.1. Cyber security

WARNING!
When the device is deployed the installer has to configure:

e userid/password for logging into the Hub.
® Wi-Fi password.
® SSH access.

If not configured, then the Hub is vulnerable for unauthorized access.
2.4. Issues

Questions about the product?

You can reach the technical service of Cascoda under Tel. +44 (0)2380 638 111 or
support@cascoda.com.
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We need the following information to process your service request:

® Type of appliance (model name or item number)

® Description of the problem

® Serial number or software version

® Source of supply (dealer/installer who bought the device from Cascoda)

For questions about KNX functions:

e Version of the device application
® ETS version used for the project

2.5. Contact information

info@cascoda.com
Threefield House,
Threefield Lane,
Southampton,
SO14 3LP, UK

© Cascoda Ltd. 2025, All Rights Reserved. 7/33



KNX IoT Hub

status: 1.0.0 10/06/2025, 10:54:05

3. Technical Information

4. Storage Conditions

Parameter Min | Typ | Max | Unit
Storage Temperature | -25 70 °C
Storage Humidity 10 90 %RH

Table 2: Storage Conditions

4.1. Operating Conditions

Parameter Min | Typ | Max | Unit
Operating Temperature -20 60 °C
Supply Voltage (Power Adapter) | 11.4 | 12 126 | V
Supply Voltage (Passive POE) 12 24 v
Supply Current 1 A

Table 3: Operating Conditions

Note: Power Supply not provided with Product. 12V, 1A (min.) Power Supply with centre-

positive barrel connector required.

4.2. Radio Specification

4.2.1. Wifi

Standard: IEEE 802.11n/b/g (2x2) Data Rates: 802.11n: up to 399 Mbps 802.11g: up to 54

Mpbs 802.11b: up to 11 Mbps

Antenna: 2x Internal Printed Circuit Antennas, 1 dBi Configuration: 2.4 GHz, 2 Streams,

Channels 1-13

Parameter Min | Typ | Max | Unit
Frequency Range | 2412 2472 | MHz
Transmit Power 0 20 dBm

Table 4: Wifi Radio Information
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4.2.2. Thread

Protocol: KNX-IoT over Thread MAC Protocol: IEEE 802.15.4

Antenna: 5 dBi Dipole Omnidirectional Antenna Indoor, 2.4 GHz RP-SMA Male Configuration:

2.4 GHz, O-QPSK, 250 kbps, Channels 11-26

Parameter Min | Typ | Max | Unit
Frequency Range | 2405 2480 | MHz
Transmit Power 0 9 dBm

Table 5: Thread Radio Information
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5. Setup and Configuration

5.1. Requirements

The Cascoda KNXIoT Hub

12V 1A Power Supply, with centre-positive barrel connector
A Windows PC

Two Ethernet cables

5.2. Initial setup and startup

1. Attach the antenna to the hub by screwing it in, then angle it upwards for maximum
coverage.

2. Connect one end of the Ethernet cable to the socket on the hub marked "PoE LAN1",
and connect the other end to your desktop computer.

y. \

AN2  PoE LAN1

Fig 1: Lan connection.

3. Connect the hub to your internet router or switch via Ethernet, by connecting one end
of the cable into the "WAN/LAN2" port of the hub, and the other end of the cable into
your internet router/switch.

4. Connect the Power Supply to the hub.
5. Now power up the hub using the power adapter.

6. After about 30s, the Web GUI should become accessible. Navigate to
http://openwrt.local.

7. Access the Web GUI by logging in as "root", with an empty password field. You now
have full control over your KNXIoT Hub.

© Cascoda Ltd. 2025, All Rights Reserved. 10/33
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Authorization Required

Username root

Password || (210

Fig 2: Login screen.

8. Double check that you have internet access via the hub by opening up any web
browser and searching something.

After following the steps above, you will have a network topology that looks like the picture
below. The Hub is also accessible via Wi-Fi, though by default the Wi-Fi Access Point is
disabled. For instructions on how to enable it, please see this section.

T,

( Y Ethernet (WAN/LANZ) Ethernet (FoE LANT)
| Internet $===! |nternst Router KMX-loT Hub Computer

s

LN .
= S

Fig 3: Typical Network topology.
We recommend that you change the hostname of your device:

1. Hover over "System" in the menu bar, and click on "System" from the dropdown menu.
The default hostname is "OpenWRT", which makes the device accessible via
http://openwrt.local.

2. Type in your desired hostname in the "Hostname" field, then press "Save & Apply". This
will change the URL that you use to access the Web GUI, and make it convenient to use
multiple KNXIoT Hubs. This change will take effect once the KNXIoT Hub is restarted.

3. Itis also recommended that you set a login password, by navigating to "System -
Administration" from the menu bar.

5.3. Enabling Wi-Fi

The KNX IoT Hub is capable of using Wi-Fi for either of its links: to the Computer or the the
wider Internet.

5.3.1. Wireless link to the computer

You can create a Wi-Fi Access Point on the KNX IoT Hub, allowing you to connect other
devices wirelessly to the Hub, instead of using Ethernet. This allows you to connect mobile
phones, tablets, or laptops that do not have an Ethernet interface available. To do this, press
the grey Wi-Fi button at the top of the device and wait for it to start blinking. Doing so
creates an open Wi-Fi hotspot called "OpenWrt". Connecting to this hotspot gives you
access to the Hub's OpenWrt Web GUI just like the LAN1 connection would.

© Cascoda Ltd. 2025, All Rights Reserved. 11/33
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Navigate to "http://openwrt.local" (or "http://openwrt.lan"), and check that your connection
is successfully established. The resulting topology is shown below.

T
P !

; y Ethernet (WAN/LANZ) WiFi Hotspot
L'; Internet ,-_' Internet Rauter KNX-10T Hub - - -

A

Computer

S

Fig 4: Network topology with Wi-Fi enabled.

NOTE! You can connect to the LAN1 interface with Ethernet, and connect other
devices using the Wi-Fi access point at the same time. NOTE! The name of the
hotspot created, and the hostname of the Hub are independent from each other,
even though they are both "OpenWrt" by default.

5.3.1.1. Wi-Fi Access Point Security

By default, the hotspot that is created doesn't have any security, allowing anyone to connect
to it without requiring a password. It is therefore recommended to enable security for your
Wi-Fi access point, as well as renaming the default name "OpenWrt". The steps below
demonstrate how to do this:

1. Hover over "Network" on the menu bar, and click on "Wireless". You will be taken to
the page that allows you to view all your wireless interfaces. You should see the one
that you are currently connected to, and that is called "OpenWrt".

cASCODA OpenWrt Status + System~ Services ~ Network~ Thread ~ Logout REFRESHING

Innovation in loT

Wireless Overview

Qualcomm Atheros QCA9530 802.11bgn

Restart |G Add
Channel: 1 (2.412 GHz) | Bitrate: ? Mbit/s ikl can |L|

# radio0

p SSID: OpenWrt | Mode: Master ' ]
/87 dB Disabl N Remov
m BSSID: 00:CO:CAB2-11-3A | Encryption: None sabie | move |

Associated Stations

Network MAC address Host Signal / Noise RX Rate / TX Rate

No information available

Save &Apply | - Save Reset ‘

Fig 5: Wi-Fi Overview.

2. Click on "Edit". This will open a popup window with configuration options. We are
interested at the bottom half of this window, which has the title "Interface
Configuration".
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Interface Configuration

General Setup | Wireless Security MAC-Filter  Advanced Seftings
Mode Access Point hd
ES3IR | Openir

Metwork unspeciied

@ Choose the network{s) you want to attach fo this wireless interface or fill out the custom field to define a new
network

@ Where the ESSID is hidden, clients may fail to ream and airfime efficiency may be significantly reduced.

WM Mode |«

@ Where Wi-Fi Multimedia (WMM) Mode QoS is disabled, clients may be limited to 8021127802 11g rates.

Fig 6: Wi-Fi Configuration Screen.

3. The "ESSID" field currently has the default text of "OpenWrt". Edit that text to the
desired name. This is the name that will show up when you are searching for Wi-Fi
networks to connect to on your device. In this example, we are renaming it to "KNX IoT
Hub 1".

Interface Configuration

General Setup = Wireless Security MAC-Filter Advanced Settings
Mode Access Point v

ESSID KNX loT Hub 1|

Network unspecified M

@ Choose the network(s) you want to attach to this wireless interface or fill out the custom field to define a new
network.

Hide ESSID

@ Where the ESSID is hidden, clients may fail to roam and airtime efficiency may be significantly reduced.

WMM Mode  |v
@ Where Wi-Fi Multimedia (WMM) Mode QoS is disabled, clients may be limited to 802.11a/802.11g rates.

Dismiss Save

Fig 7: Naming the WiFi ESSID.

4. Next, click on the "Wireless Security" tab. You will find that at the moment no
encryption is set.
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Interface Configuration

General Setup  Wireless Security MAC-Filter ~ Advanced Settings

Encryption No Encryption (open network) v

Dismiss Save

Fig 8: Wi-Fi Security.

5. Click on the dropdown, and select your encryption of choice. It is recommended to
choose "WPA3-SAE", because it is the most secure. This will result in more input fields
appearing below.

Interface Configuration

General Setup  Wireless Security MAC-Filter ~Advanced Settings
Encryption WPA3-SAE (strong security) v
Key *

802.11r Fast Transition

@ Enables fast roaming among access points that belong to the same Mobility Domain

802.11w Management Frame Required v

Protection @ Note: Some wireless drivers do not fully support 802.11w. E.g. mwiwifi may have problems

802.11w maximum timeout 1000

@ 302 11w Association SA Query maximum timeout

802.11w retry timeout 201
@ 302 11w Association SA Query retry timeout

Enable key reinstallation

(KRACK) countermeasures @ Complicates key reinstallation attacks on the client side by disabling retransmission of EAPOL-Key frames that

are used to install keys. This workaround might cause interoperability issues and reduced robustness of key
negotiation especially in environments with heavy traffic load.

Dismiss Save

Fig 9: Enabling Wi-Fi Security.

Note that WPA3 might not be available when trying to connect to older computers or
devices (built before 2020). In this case WPA2-PSK should be used.

6. You should now set a "Key". This is the Wi-Fi password that a new device would have to
enter in order to join the Wi-Fi network.
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Interface Configuration

General Setup  Wireless Security MAC-Filter Advanced Settings

Encryption WPA3-SAE (strong security) v
Koy | sessssanss am -

802.11r Fast Transition

@ Enables fast roaming among access points that belong to the same Mobility Domain

802.11w Management Frame Required hd

Protection @ Note: Some wireless drivers do not fully support 802.11w. E.g. mwlwifi may have problems

802 11w maximum timeout 1000

@ 302.11w Association SA Query maximum timeout

802 11w retry timeout 201
@ 302.11w Association SA Query retry timeout

Enable key reinstallation

(KRACK) countermeasures @ Complicates key reinstallation attacks on the client side by disabling retransmission of EAPOL-Key frames that

are used to install keys. This workaround might cause interoperability issues and reduced robustness of key
negotiation especially in environments with heavy traffic load.

Dismiss Save
Fig 10: Supplying Wi-Fi Key.

7. Click "Save" to save all the changes you have made. This will close the popup window.

C'ASCDDA OpenWl‘t Status System 38 ) Network Thread Logout REFRESHING UNSAVED CHANGES: 3
Ir loT

Wireless Overview

. Qualcomm Atheros QCA9530 802.11bgn
& radiod Channel: 1 (2.412 GHz) | Bitrate: 2 Mbil/s Restart fdd

/88 dBm SSID: OpenWrt | Mo.de: Master Disable
Interface has 3 pending changes

Associated Stations

Network MAC address Host Signal / Noise RX Rate / TX Rate

No information available

Fig 11: Save Wi-Fi Settings.

8. On the top right corner of the screen, you will notice there is a box with text that says
"UNSAVED CHANGES: 3". This means your changes haven't yet been applied. Click on
that box, and another window will pop up.
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Configuration / Changes

Legend:
Section added Section removed Option changed Option removed

# letc/config/wireless

uci set wireless.wifinet®.ssid="KNX IoT Hub 1'

uci set wireless.wifinet®.encryption="sae’

uci set wireless.wifinete.key="(IIIIGIG

Close Save & Apply

.

Fig 12: Save and Apply Wi-Fi Settings.
9. Review the changes, and click on "Save & Apply".

10. If you made those changes using a device that was connected to the hub via the once-
open "OpenWrt" Wi-Fi access point, it is normal that you have now been disconnected.
You need to reconnect to the Wi-Fi network using the new details (hew name, and
password), and then you can login to the Hub again in the usual way.

5.3.2. Wireless link to the Internet

Instead of using wired Internet access, you may set up the KNX IoT Hub™ to join a pre-
existing Wi-Fi hotspot. Connect your computer to the Hub's "PoE LAN1" Ethernet port, and
follow OpenWRT's guide on connecting to a Client Wi-Fi network.

T e T

~ WiFi Ethermet (PoE LAN1)
Internet #= wyiri Router | === ™ KNX-IoT Hub Computer

A o

.

Fig 13: Hub connected via Wi-Fi.

5.4. Bridging the Ethernet ports

In the factory configuration, the KNX IoT Hub™ operates akin to a residential IP Router. The
LAN1 port must connect to your local network, and the LAN2/WAN must connect to the
Internet. In this configuration, messages are routed between these separate networks.
There is a firewall blocking certain access, and unsolicited inbound requests are blocked on
the WAN interface.

If this is not desired, you may bridge the two Ethernet ports together by converting the
device to a switch. This is referred to as Switch Mode for the Hub. This configuration
bridges the two networks together, as if they were one single larger network. An external
router is required for routing, if desired. With no external router, communications will only
be possible using link-local addresses.

The drawback of Switch Mode is that the Hub will no longer have a static IP address. To
access the Web GUI you will need to use either the hostname, or you must obtain the Hub's
IP Address from your router's administration GUL

© Cascoda Ltd. 2025, All Rights Reserved. 16/33
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As an example, the following diagram shows a network configuration with the KNXIoT

Hub™ operating in Switch Mode. The advantage of Switch Mode is that both Computer 1
and Computer 2 can access the Web GUI on the Hub. Additionally, as there is no more
firewall, Computer 1 and Computer 2 can talk directly to each other as if they are both
connected to the Internet Router.

Ethernet (PoE LAN1)
KNX-loT Hub Computer 1

Ethernet (WAN/LANZ)
N —/

¢ Internet ‘_ Internet Router

Computer 2

Fig 14: Hub connected in Switch Mode.

The Switch Mode configuration additionally allows you to daisy-chain several KNX IoT
Hubs™ together, simplifying the installation of larger networks.

Here is how you can convert a device to Router Mode or Switch Mode:
1. Hover over "Network" in the menu bar and then click on "Device Type".

2. Press the "Convert to Router Mode" or "Convert to Switch Mode" button according to
the desired configuration.

3. The device will either reboot and apply the configuration, or show that the desired
configuration is already in effect.

NOTE! Border Routers in Switch Mode allocate ULAs to devices on the local
network, so that those devices can send routeable Thread frames. Hence AVOID
using Border routers in Switching Mode and Routing Mode in 1 network.

5.5. Updating the firmware

Download the latest KNX IoT Hub™ image and update the firmware on the hub by
navigating to "System - Backup/Flash Firmware" and uploading the firmware image using
the "Flash image..." button near the bottom of the page.

Flash new firmware image

Upload a sysupgrade-compatible image here to replace the running firmware.

Image Flash image. ..

Fig 15: Firmware update.
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5.6. Device protection
5.6.1. Password Protection

The website of the Hub can be protected for unauthorized access by a password. The
system password can be set by navigating to "System - Administration" using the "Router
Password" Tab. This tab allows to set the administrator (root) password.

5.6.2. SSH Access

The SSH can be set by navigating to "System - Administration" using the "SSH Access" Tab.

The SSH login can be configured or even be removed. when the userid/password is set for
logging into the Hub website, the root password is then also set for logging into the system
by SSH.

6. KNX IoT Hub as a Thread Border Router

The KNXIoT Hub is equipped with an IEEE 802.15.4 interface, and runs the Thread stack. It is
set up as a Thread Border Router, and is therefore capable of routing IPv6 traffic between
the Thread network and the adjacent Ethernet network and hosted Wi-Fi access point.
Below is a diagram showing a typical network topology:

T e

i N
»Internet <

.

. .“_-‘ -

‘ Internet Router

o

Ethernet
LKNK—IDT Huk
Thread Link Ethernet
Devboard 1 ‘ Devboard 2 Computer

Fig 16: Typical Network Diagram with a Thread network.

The Thread network can be controlled and managed using the Web UI, making it possible to
© Cascoda Ltd. 2025, All Rights Reserved. 18/33
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create Thread networks, scan channels, commission devices onto the Thread network, and
visualise the network topology.

6.1. Creating a Thread network
6.1.1. Thread network formation

The very first device on a Thread Network must "form" it, before any other nodes are able to
join and participate in it. The formation of a network includes selecting a network name and
channel, setting the admin password (aka Network Passphrase or Commissioning
Credential) generating a network key, extended PANID and PANID. This then becomes the
active operational dataset of the network, and is shared between every node participating in
the network.

The Thread network formation procedure only needs to be executed once for any given
network. Once the network is formed, additional nodes can join the network, and be
provided with the active operational dataset by following the commissioning process. If the
network parameters need to be changed, then a commissioner can be used in order to
reconfigure the active dataset.

To create a Thread network using the KNXIoT Hub's Border Router interface, follow the
steps below:

1. Login to your hub, as described previously in this document.
2. Hover over "Thread" in the menu bar at the top, and click on "Overview".
3. Click on the "Create".

4. If you have some Thread knowledge, edit any of the fields to your liking. Otherwise,
you can use the default values. Perhaps the most important decision to make at this
stage, is which channel you want your Thread network to be on, which you can edit by
clicking on "Advanced Settings" and modifying the input text field for "Channel". See
this next section on how to select the best channel for your Thread network if you
want to do that now, otherwise proceed with the default channel.
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CASCODA Ope nWrt Status Se h k Thread Logout

Thread Network: OpenThread (wpan0)

The Network Configuration section covers physical seftings of the Thread Network such as channel, PAN ID. Per interface related settings like networkkey or MAC-
filter are grouped in the Interface Configuration.

Network Configuration

General Setup  Advanced Settings

Thread Name OpenThread
Status PAN ID: 0xf71c
Extended PAN ID: dead00beef00cafe
State: leader
Channel: 19
Thread network is enabled
Protocol unmanaged v

Interface Configuration

Thread Security

Network Key 8ad16dcd61128cd4debcbaf239b8E

Commissioner Credential PleaseChangeMp_560d

Back to Overview Save & Apply

Fig 17: Creating the Thread Network.

5. Scroll down to the bottom and click on "Save & Apply".

6. Your Thread network should now be visible under "Thread - Overview"!

CASCODA Ope nWrt Status ste S Network Thread Lo

Thread Overview

& wpan0 Generic MAC 802.15.4 Thread [ sean [

Network Name: OpenThread | State: leader

PAN ID: 0xf71c | Channel: 19 Disable m| Vies
Network Key: 8ad16dcda1128cd4debcbaf239b85af0 Wi

Commissioner Passphrase: PleaseChangeMp_560d

Fig 18: Thread Network overview.
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6.1.2. Selecting the best channel for your Thread network

6.1.2.1. Background information

Both Wi-Fi and Thread operate in the 2.4 Hhz range, so they can interfere with each other. In
Thread there are 16 channels, 11 to 26. Channel 26 is not recognised globally, so we advise
against choosing this channel. Below is a graph illustrating how the Wi-Fi and Thread
channels overlap and interfere.

Thread (IEEE 802.15.4)

Ch 11 Ch 15 Ch 20 Ch 25

| W‘M i il

Ch 11
22 MHz

R

From the graph, you can see that in general the best Thread channels to pick are channels
11,15, 20, and 25, because they fall within the troughs of the Wi-Fi channels occupancy.

Fig 19: Thread Channels.

6.1.2.2. Channel analysis

The KNX IoT Hub has a feature allowing us to view in real-time all the Wi-Fi networks and
how they are occupying the different channels. Hover over "Status" on the top menu bar,
and click on "Channel Analysis". The graph will take a few seconds to load. Once it loads, you
will be able to see the different Wi-Fi access points, which channel they are occupying, and
how strong the signal strength is. The graph updates every few seconds.
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Fig 20: Example of Wi-Fi Channels.

Channel Width

20 MHz

20 MHz (40 MHz Intolerant)

20 MHz

Mode BSSID
Master 00:C0:CAB2:11:3A
Master 80:2A-A8:9A7C:D4

Master FABF CAB9:5F EQ

You will notice that some areas are less dense than others. It is best to pick a Thread

channel which lines up with those less dense areas. As shown in the graph previously, this

will usually be channels 15, 20, and 25. Channel 15 is usually especially good, because it falls
between Wi-Fi's channel 1 and channel 6.

Once you have determined the best Thread channel to use in terms of Wi-Fi interference,

you can select that channel when you are creating your Thread network.
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6.2. Commissioning devices to a Thread Network

In a Thread network, all communication is secured by a network-wide key. Without that key,
a device cannot participate in the network. The network also has other parameters that
must be consistent and can be configured, such as the extended PAN ID, admin password,
channel and network name.

In Thread, the Commissioner is the user-controlled admin interface to the Thread network.
The primary purpose of the Commissioner is to add new devices to the network by securely
provisioning them with the network credentials. It can also be used to modify the network
parameters safely after the network is formed. Multiple commissioners can control a
Thread Network, but only one can be active at a time. The KNXIoT Hub, using its Thread
Border Router functionality, can act as a Thread Commissioner.

The following instructions assume that you have already created a Thread network, as
described previously in this document. To commission a new device onto that Thread
network, first navigate to "Thread - Add Device" on the menu bar. On the page that loads,
you will notice that there are two ways of entering your joiner credentials: either through
QR Code Entry or Manual Entry.

6.2.1. QR code entry

1. Obtain the QR Code of your device. For e-paper products, it will be available in the "QR
Code" menu. For other products, please check the casing, packaging, or
installation/user manual.

2. Use a QR Code scanner to scan the QR Code into the input field, or alternatively use
your computer's Webcam to scan the QR Code. NOTE: Using the webcam requires
secure access, so you will have to connect to the border router via the https:// endpoint.
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CASCODA OpenWrt Status ~  System ~  Services ~  Network

Innovation in loT

Add Joiner in Network: OpenThread

QR Code Entry ~ Manual Entry

Start Scanning
Scan an Image File

"ML836YRKSK. PA.AWNP2TDINT

Back to View

Fig 21: QR entry.

3. Press "Submit" to start the commissioning procedure and wait for the commissioning
to complete. If this device is a direct neighbor to the hub, which would be the case if
this is the first device that you are commissioning to the network, then you will see it
show up in the "Neighbors" table. NOTE: There is a way to view the entire Thread
network topology, including all devices that are not direct neighbors to the hub. This is

shown in this section.

CAE’CDDA OpenWrt Status ~ System ~ Services~ Network ~ Thread ~ Logout

Innovation in loT

No password set!
There 1s no password set on this router. Please configure a root password to protect the web interface.

Thread View: OpenThread (wpan0)

This 1s the list and topograph of your thread network

List  Topology Graph  IPv6 Addresses

Leader Situation of Network

Leader Router Id Partition Id Weighting Data Version Stable Data Version
37 618116596 64 27 20
Neighbors
RLOC16 Role Age Avg RSSI Last RSSI Mode Extended MAC
0x9402 Child 6 -3 -32 rdn 066bd20a17a739bd

Pending New Joiner Pending Pending Pending Pending b7092300cef82669

Fig 22: Thread Overview with Joiners.
6.2.2. Manual entry
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NOTE! This method is more difficult, because you will have to acquire the joiner
credentials, which is outside the scope of this guide. We always provide QR codes
for our products, so commissioning with manual entry most likely won't be
necessary. However, the option is available in case it is needed.

1. Navigate to the "Manual Entry" tab and enter the Network Passphrase/Admin
Password and the Joiner Credential.

CASCDDN OpenWrt Status ~ System~  Services~ Network~ Thread ~ Logout

Innovation in loT

Add Joiner in Network: OpenThread

QR Code Entry  Manual Entry

New Joiner Credential
ML83BYRKSK

@ The Joiner Credential is a device-specific string of all uppercase alphanumeric characters(0-9 and A-Y, excluding |, O, Q and Z for readability),
with a length between 6 and 32 characters

Restrict to a Specific Joiner
1COE3F5221289FD2

@ To restrict commissioning o a specific Joiner device, which is the devices factory-assigned IEEE EUI-64, use the eui64 parameter to get the
EUI-64. You can input "™ to unrestrict to the specific joiner

Timeout 120
BacktoView | Add |
Fig 23: Manual entry for adding a Joiner.

2. Click "Add", and the commissioning process should begin. If this device is a direct
neighbor to the hub, which would be the case if this is the first device that you are
commissioning to the network, then you will see it show up in the "Neighbors" table.
NOTE: There is a way to view the entire Thread network topology, including all devices
that are not direct neighbors to the hub. This is shown in this section.

6.3. Thread network visualization and information

By navigating to "Thread - View", you access a page that allows you to view information
about the Thread network and the devices that make it up. There are three tabs, each of
which will be shown below, with an example network topology. Those three tabs are "List",
"Topology Graph", and "IPv6 Addresses".

The topology that has been formed for demonstration purposes consists of the KNXIoT
Hub (acting as a Border Router), three end devices, and two routing devices.

6.3.1. Topology Graph

Once on the "Thread - View" page, click on the "Topology Graph" tab. This allows you to view
the exact current links between all Thread devices, updated in real time, with a slight delay
(up to 10 seconds).
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Status {

System Services Network Thread
Innovation in laT

Logout

Thread View: OpenThread (wpan0)

This is the list and topograph of your thread network.

List Topalogy Graph  IPv6 Addresses

1.’Ieader
router

® 7D child

® MTD child

® new joiner

* 0x3000
® 53001

® 03002

® 0x9400 { your device }
® (x5800

® o0x9403

Fig 24: Thread Topology Graph.

© Cascoda Ltd. 2025, All Rights Reserved.

26/33



KNX IoT Hub status: 1.0.0 10/06/2025, 10:54:06

6.3.2. Neighbor Table

Click on the "List" tab in order to view the neighbor table of the Border Router. Listed are all
of the devices that have a direct link to the Border Router (so notice that not all devices that
are shown in the Topology Graph are listed in that table).

CASCODA OpenWrt Status ~ System~ Services~ Network~ Thread~ Logout

Innovation in loT

Thread View: OpenThread (wpan0)

This is the list and topograph of your thread network.

List ~Topology Graph  IPv6 Addresses

Leader Situation of Network

Leader Router Id Partition Id Weighting Data Version Stable Data Version
37 1311843987 64 17 106
Neighbors
RLOC16 Role Age Avg RSSI Last RSSI Mode Extended MAC
0x9403 Child 9 -38 -1 r badd697f8alEf5ea
0x3000 Router 22 -33 -56 rdn 2241514a238&8f0a
0x5800 Router 28 -36 -37 rdn aebele3111cciaal

Fig 25: Thread Neighbor Table.

One very useful feature of the neighbor table, is that it shows the average RSSI, as well as
the last RSSI for the device on that row. RSSI stands for Received Signal Strength Indicator,
and it is a measure of the power present in the received radio signal. So by looking at this
value, you are able to determine how good the signal strength is between the Hub and this
particular device. The higher the number (closer to 0) the better, and as a rule of thumb, see
the table below for an indication of how to interpret the values.

RSSI Signal Strength

>-70 dBm Excellent
-70 dBm to -85 dBm Good
-86 dBm to -100 dBm Fair

Fig 26: RSSI overview.
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6.3.3. IPv6 Addresses

Click on the "IPv6 Addresses" tab in order to view a table of all the Router devices, and their
IPv6 addresses. Note that only router devices are shown in this table (so notice that not all
devices that are shown in the Topology Graph are listed in that table).

EA":CDDA OpenWrt

innovation in

Metwork Thread Logout

Thread View: OpenThread (wpan0)

This is the list and topograph of your thread network.

List Topology Graph @ IPvG Addresses

RLOC16

0x9400

0x3000

0x5800

Fig 27: IPV6 address overview.

© Cascoda Ltd. 2025, All Rights Reserved.

IP Addresses

fdde-ad00-beef0-0-ff-fel0-fc34
fd3f:. 763a:c470:1:8d19:6220:a2f3:63a2
fdde-ad00-beef:0-0-ffe00-fc10
fdde:ad00:beef.0:0:f.fe00fcl0
fdde:ad00:beef:0:0:fffe00:9400
fdde-ad00:beef0-27f3-bbd2:8af8:al8c
feB0:0:0:0:6023:3f7 3:2093:cb0f

fdde:ad00:beef:0:0:ff:fe00:3000
fd3f.783a.c470:1:465a:ac1f.5e1f 1eb67
fdde:ad00:beef:0:d0c8:217d:122b:32d9

fe80:0:0:0:e041:514a:238e:8f0a

fdde:ad00:besf:0:0:ff1e00:5800
fd3f.783a:c470:1:f486:dc57-8c3d: 256f
fdde:ad00:beef.0:c94:593f abTe2dc

fel0:0:0:0:acte:Te31:11cc:Taal
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6.4. Rebooting

NOTE! This is not part of the setup. This section is included for informational
purposes.

To reboot the KNXIoT Hub, hover over "System" and click on "Reboot". This will take you to
a screen asking you to confirm, click on "Perform reboot", then wait for the device to finish
rebooting.

cCASCODA OpenWrt Status ~ System -~ Services ~ Network~ Thread ~ Logout

Innovation tn loT

Reboot

Reboots the operating system of your device

Fig 28: Reboot Screen.
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6.4.1. Troubleshooting

6.4.1.1. Thread device does not join the Thread network

If the device does not join after two minutes, you may need to restart the Border Agent. To
do so, navigate to "System - Startup", scroll down until you find "otbr-agent”, then press
"Restart". Once the restart is completed, try commissioning the device again.

50 uhttpd l Enabled Jl Start Jl Restart H Stop J
60 dbus [ Enabled ][ Start ][ Restart H Stop ]
61 avahi-daemon [ Enabled ][ Start ][ Restart ][ Stop ]
80 ucitrack [ Enabled ][ Start ][ Restart H Stop ]
T,
S
94 gpio_switch [ Enabled ][ Start ][ Restart H Stop ]
Fig 29: Restart service.
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6.4.1.2. KNX IoT device is still listed but I have factory reset it

The discovery mechanism for KNXIoT is based on mDNS. When the device is factory reset,
the mDNS service is NOT informed, e.g. the reset is executed out of bound. Hence the Hub
still thinks the KNXIoT device is still on the network. The solution is to wipe the mDNS cache.
This can be done by navigation to the "Thread - Overview" page and press the "Reset MDNS"
button.

6.4.1.3. Troubleshooting failed downloads

Failed downloads can be caused by the IPv6 addresses allocated to the Hub by the upstream
router. Please attempt the following steps:

1. Navigate to Network -> Interfaces.

2. Find the WANG Interface within the list, and press the corresponding "Edit" button.

3. Navigate to the Advanced Settings tab, uncheck "Delegate IPv6 prefixes" and set "IPv6
assignment length" to "disabled".

4. Press Save, then press Save and Apply

5. Restart the KNXIoT Hub and ETS.

If you are still having difficulties completing a download, you can additionally unplug any
upstream Ethernet cables connected to the WAN interface, to ensure no global IPv6
addresses are allocated to the Hub.

6.4.1.4. Troubleshooting TP to IOT routing

IP to IOT routing failures can be caused by the IPv6 addresses allocated to the Hub by the
upstream router.

For example Border Routers in Switch Mode allocate ULAs to devices on the local network,
so that those devices can send routeable Thread frames. These addresses come from the
prefix visible in Network -> Interfaces -> Global Network Options

Interfaces ~ Devices  Global network options

Global network options

IPv6 ULA-Prefix | fdee:4609:53f5::/48

OUnique Local Address - in the range £c00::/7 . Typically only within the ‘local” half £d00::/8 . ULA for IPv6 is analogous to
IPvd private network addressing. This prefix is randomly generated at first install

Fig 30: Global network options.

A second border router attached to the same network (in Router Mode) will see this prefix
and assign itself as a downstream router of that prefix, on the WAN interface. The problem
is that in the default network configuration the router will also allocate an address matching

that prefix on the LAN interface, which cannot be used to communicate to the Thread
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network. Occasionally the KNX-IoT Router picks this incorrect address to talk to the Thread
network, resulting in breakdown of communication from TP to IoT.

If a KNX IoT Router is not forwarding messages from the TP side to the Thread network,
follow the following steps:

1. Navigate to Network -> Interfaces and click the Global network options tab. Make a
note of the IPV6 ULA prefix, as you will be comparing it to other addresses.

2. Press the Interfaces tab and look at the addresses on the LAN interface. Ensure that all
of the IPV6 addresses on this interface are either global (start with 2xxx:xxxx...) or ULAs
with 1. the prefix written down in step 1

If you see any ULAs with a different prefix, the routing can be fixed by not delegating the
ULA prefix:

1. Press Edit on the WANG6 interface lower down and navigate to Advanced Settings
2. Uncheck "Delegate IPV6 prefixes"
3. Press Save, then press Save and Apply at the bottom

7. Software Bill of Materials

This paragraph contains the list of used open source software in this product.

Name Version License
Cascoda OpenWrt | v.1.10 GPL-2.0
Cascoda SDK 0.25 BSD-3-Clause
tinycbor v0.6.0 MIT

mbedtls 2.16.2 Apache-2.0
Openthread knx-v1.0.0 | BSD-3-Clause

Table 6: List of Open Source
7.1. Cascoda OpenWrt

Description: Cascoda OpenWRT

License: GPL-2.0

Version: v1.10 (or later)

URL: https://github.com/Cascoda/OpenWrt
Notes: OpenWrt port for the KNXIoT Hub

7.2. Cascoda SDK

® Description: Cascoda development
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7.3.

74.

7.5.

License: BSD-3-Clause

Version: 0.25

URL: https://github.com/Cascoda/cascoda-sdk
Notes: Chili2D/S SDK, various drivers
tinycbor

Description: CBOR implementation

License: MIT

Version: v0.6.0

URL: https://github.com/intel/tinycbor
Notes: used for CBOR encoding/decoding
mbedtis

Description: security constructs

License: Apache-2.0

Version: 2.16.2

URL: https://github.com/ARMmbed/mbedtls
Notes: used for encryption/decryption
Openthread

Description: OpenThread, IPv6

License: BSD-3-Clause

Version: knx-v1.0.0

URL: https://github.com/Cascoda/openthread

Notes: Cascoda's port of OpenThread
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